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ABSTRACT

This paper will be focusing on the advancemenhinfield of technology of connecting devices over het also
called as Internet of Things (IoT). With fast pa@tyancement and extensive research in this fidlds become an area
of great interest and future scope. The paper soveree major modules namely, a brief introduction loT,
implementations of 10T in various walks of life limlved by its two major drawbacks of security anivguey. This review

hence provides a comprehensive survey of the engpheichnology and the potential of developmenhisf subject.
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1. INTRODUCTION

“The most profound technologies are those thatpgiear. They weave themselves into the fabric ofyelzy life
until they are indistinguishable from it” was Mafkeiser’s central statement in his seminal paperi$\Wé] in Scientific

American in 1991.

The Internet of Things (IoT) is a concept reflegta connected set of anyone, anything, anytimeplang, any
service, and any network. The IoT is a megatrendert-generation technologies that can impact thelevbusiness
spectrum and can be thought of as the intercororectd uniquely identifiable smart objects and desiavithin today's
internet infrastructure with extended benefits. &#a typically include the advanced connectivitl these devices,

systems, and services that goes beyond machinatbine (M2M) scenarios [4].
1.1. What is the Internet of Things?

Statistics suggests that 2.94 billion of the 7.3M%ion people are connected to the internet. Timaghly
estimated 6.4 billion devices to be connected ¢ortt presently. Researchers expect that by 2028v&ry person on this
planet 6.6 of his devices will be connected toitliernet thus making more devices but people, tadmected to each
other. The smartphones are replacing all traditior@ans of communication today. With the urge afrecting with each
other through the Internet has evolved an ideabnhecting devices. This networking and communicatibdevices over

the information highway is known as loT.
Applications of IoT: Home Automation, Health Care, Smart Transport.
1.2. Definition

Internet of Things is a wave converting phonesr@arsphones, cities to smart cities and this woolda tsmart
world with devices establishing a network with eather inbrontobytes, the unit of data coming from sensors. It is the
global mesh of linking physical and virtual devioggh the use of networks, data structures andyéinal algorithms

where uploading, retrieving and storing of datehviiiteraction of the user creates an augmentedieage. The following

www.iaset.us anti@iaset.us



24 Shivani Shankar

figure shows the interconnection of various deviaad the necessary privacy locks that are majoceaonof security

issues related to 10T.
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Figure 1: Connection of Various Devices Using loT

2. APPLICATIONS
2.1. HOME AUTOMATION
2.1.1. Introduction

The major domain of 10T research is home automatdilse known as smart homes which are equipped with
sensors able to sense a variety of activities. dlpgsgrammed sensors can detect smoke and rintaam; dhey can be
used to detect unwanted invasions by burglars. Haumemation can be applied to various appliancé®mate such as the
air conditioning systems. The maintaining of tenapere is carried out by a device called a ‘theraisThermostats are
widely used because of their property of accepistyuctions through wireless media from their as@nd adjusting the
temperature according to these commands. But withfart comes cost. Thermostats are very expensibey require

the integration of WiFi with strong sensors.
2.1.2. Need of a Smart Home

The installation of sensors and NFCs for automatibhomes is expensive using the existing policidgen why

should we automate our homes?

It can be summed in three reasons: Firstly, homenaation brings interoperability. The temperatuss de
adjusted according to the requested criteria, digiatn be turned on and off with sensing their ne8dsondly, home
automation provides you the power to monitor thedsoon your laptop or even your cell phone. Thirdipart home

encourages the usage of essential utilities anakhieloptimizing the use of power and energy [1].
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Figure 2: 10T for Smart Homes
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2.1.3. Implementation

The integration of the computer to automate the ekiim appliances and increase their usefulnessriisetl as
‘domotics’. Domotics should be capable of perforgnadl automated functions such as adjusting thep&zature of the
room; control garden sprinklers; operate audio Bdunctions; monitor smoke alarm, burglar alarnd avater overflow

alarm.

Implementation of automation can be done with tls® wf computers known as ‘Programmable Logic
Controllers’ which are used to synchronize and rthe automation of these processes. Human Machiterface
(HMI) is used in the communication between PCL'd &mman users. A Radio Frequency Identificatioa tag that the
user wears so as to be identified by the domotis@s. They adapt the surroundings according tuslee’s preferences

and choice.
Some of the ways of connecting the domotics are:

Wireless Connectivity
WiFi: It can be utilized at a great extend as no wirkigeiquired and it can be accessed by devices. Ds¢ m
well-known is 802.11b.

Wired Connectivity
Ethernet: Where WiFi connections can cause interference feoternal sources using an Ethernet wire will

diminish them. The most well-known is Category 6at(5) Ethernet cable.[9]

2.2 HEALTH CARE
2.2.1. Introduction

The most challenging goal of health care systeraytasl to provide quick and quality healthcare te platients at
reduced costs thus increasing the quality of Nfeneof the masses. The present patient monitocaug, management and
supervision system is executed manually by theimgiistaff [2]. Health management is one of the noogtial objectives
which require the processes to be carried out wtithost care and accuracy. Involvement of man is pnocess leads to
human error causing variations in the treatmentsiged to the patients. With the advancements efitkernet of Things
we are capable to interconnecting various objerthé internet using them more efficiently and Wis®uick responses

and services can be dispatched as soon as tharises!
2.2.2 Need for Health Care Automation

Automation is branching out in each domain. Thdthezare section requires automation to deal witlelgyency
situations and reduces the death rate thus inoigésé quality of life by making services availabdethe common people

effortlessly.
Automation has affected the health care in 2 magonains:
Operational Efficiency

The major operational tasks carried out by the ialspgenerally involve managing equipment, inveytand
time to tracking patients. All these are manuakpsses in most of the hospitals but when autonfagalin maintaining

reminders and even placing an order before a péaticlrug goes out of stock. This prevents ovekstarof drugs with a
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constant fear of their expiry approach
Improved Patient Care

For the best quality treatment and care the stefésl to use the right equipment and allotheir time to patient
care rather than general chagks and documentation procedures. With 10T solstimifitness bands and gears it make
easy to integrate the information to the hospitdhtase thus reducing the general efforts and iftgus tte treatment of

the ailment.[12]
2.2.3 Implementation

Various solutions for health care such as fithesxb, step counting gears, mobile fithess apptinathave bee
developed to make people aware of the health isandskeep them informed in the initiate stagedfiiéehey are
supposed to see the doc The fitness bands monitor the person’s dadijvidies and display things like their blo
pressure, sugar levels, heart rate and foot radepatticular time also it observes their sleepepas. This informatic can
be automatically linked to éhnearest hospital to handle emergency situatinodsagoid the manual procedures to sc
extent. Automatic Identification of people in thespitals will make the health history of the persmtessible to th
doctor who can then prescribe medicines edingly. This gives personal attention to each paténd drugs assigned r

are on trial and error basis but that which susblody type, systems and psycholc
Some of the most promising technologies in the @m@ntation of health care ¢2]

» Radb Frequency IDentification (RFID): RFID is a I-cost, lowpower technology consisting of passive ba-
assisted passive (BAP) devices, which transmit biptalectromagnetic field generated by an interrmgdPassive
RFID tags do not need a source nergy to operate, their lifetime can be measuredeicades, thus making t

RFID technology well suited in a variety of apptica scenarios, including the healthcare [2].

* Wireless Sensor Network (WSN):A WSN can generabydescribed as a network nodes that cooperatively
sense and may control the environment, enabliregantion between persons or computers and theuwsding

environment.[13]
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Figure 3: 10T in Health Care

2.3 TRANSPORTATION INNOVATION
2.3.1. Introduction

Intelligent Transportation Systems (ITS) plays &iviole in the transit of goods and passengerslelreloping
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countries like India, public transportation is thiain mode of transit in urban as well as rural [6]. The course of
urbanization beingccelerated there is an increase in the vehiclatamreating an imbalance in the existing transiiort:
system. With the advent of Internet of Things (ldftelligent Transportation Systems (ITS) are bemglemented whicl
are acting towards the redion of traffic congestions and accidents. Tradisilhy, if we had to confirm the train timings
was a manual process through phone calls or \gsitie railway station. Nowadays, such informatiam de obtaine
through the internet in just a few dti&c With 10T, connecting all devices across a @izeed cloud network helps captt
and share data to gain rdathe access of the location of the trains throudgh GPS [Zebra Transportation]. Other us
implementations of I0T in mass transit vehi include payment of tickets, crowd analysis throdgfCand detection ¢

ambience, temperatiand humidity based on sen{6].
2.3.2. Need for ITS

2.1 Transportation is one of the most vulnerabdeds costing a number of lives. In a study basetherchool
bus transportation system it was studied thathénUnited States from 2003 to 2012, 119 pedest(iamder 19 years) m
with accidents involving school buses; 65% weretdreadby school transportation, 5% operating as dchramsport

vehicles and 30% by other velas involved in acciden(3]

2.2 The increasing number of vehicles causes ¢rgfns and congestions delaying the time we redaireact
the destination. With ITS the traffic system withprove to an extent where cars will commiate amongst each other
creating adhooetworks without human intervention to control thaffic and make travelling smooth[5]. The drivers
will also be informed about the shortest route wittnimum traffic such that the carbon emissions barreduce and

unnecessary delays can be prevented.

2.3 ITS will provide a systematic and controllednisportation system which will minimize the congest,
number of deaths due to accidents, pollution afartsfof the driver. In case of an accident the EBE send the location
of the victim to the nearest hospitals to prevemnt detention of required treatment and monitorifig can look into th

minor aspects of turning ON/OFF of the street bglthen required to prevent misuse of energy ress

2.4 Seeching for parking spaces will become less cumbees@s the vacant parking slots near the dri
locations will be displayed to him and accordingly can park his car in that spot instead of wadting and burning hi
fuel to search for one. The drivean also be sent alerts when in a school zonetalhildren crossing the roa[5] This is

also termed as smart parking by some researchéct wain be an integrated part of |
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Figure 4: 10T for Transportation
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2.3.2 Implementation

Intelligent Transportation Systems rely on thregomaillars sensor system, monitoring system argpldy

system [6].

Sensors: Strong sensors are required to be fitted in cats @anthe roads which monitor the traffic and send
updated information wirelessly to a ‘central traffiontrol system hub’ which compiles data to beethavith other users.
For instance, if there is a traffic jam at a partc location it will be notified to the hub (thrgli these sensors) and the
shortest alternate route will be provided for trarisater the congestion can be dealt with by vasiavays of diversions or

imposing speed limits in the congestion affectethar[5]

In smart parking, the sensors are installed omp#rking slots. A person searching for a particukezant parking
space switches on the GPS (Global Positioning 8ysté his cellular device and sends a parking regjuehe parking
server captures the location of the client and guggests him various available parking slots. Wéetot is occupied the
sensor on that slot updates by changing coloun®fLED (Light Emitting Diode) sensors. This slotrémoved from the

available slots database and inserted in the @a#idcslots database [10]

Monitoring Systems: Monitoring Systems are used to extract raw datga(ffl@m sensors and convert it into
context data (meaningful information) which can df®red on demand. This conversion is done by IR®r(hation
Processing Systems). Servers are important compofanstoring information from the sensors. Thesees connect the
server through IP addresses and port numbers. ddugest and response take place from HTTP (HyperTeasfer

Protocol), on connection establishment the dateady to be transmitted. IPS can also send triggengarious events.[6]

Display Systemsit is important to display this collected informatito the commuters [6] so that they can plan
their route accordingly. Display screens instaliédraffic signals, railway stations, and airpartel at certain distances on
the highways display the essential information sashraffic congestion at any place, accident tgiace, diversion of

any route. These systems should be connected tottiaet keeping them updated at all times.

3. SECURITY & PRIVACY
3.1. Issues

Medical: A health monitor will collect patient’s informatipisuch as heart rate and blood sugar level and then
send the information directly to the doctor’s offiover the network. When the information is tramsig over the network,

patient’s data could be stolen or compromised. [11]

Industrial: A biosensor used in the food industry can be useaddnitor temperature and bacterial composition
of food stored in the refrigerator. When some fdmtomes deteriorated, data can be sent back téodlsecompany
through the network. However, such data should dy ktrictly confidential in order to protect theputation of a food

company.[11]

Home: The appliances communicate amongst each othemuamdhe power off if there is no-one at home. But i
this information is leaked then it can cause malisiactivities. This information is moreover captiiby a number of

things such as our cameras, sensors but beingytighfidential shouldn’t be given out.

The above three are some instances in this vastnacepplication of I0T. For forming connectivitywer the

internet it is necessary to strengthen and sedwréransaction of data through the wireless mediline. data bits being
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transferred have to avoid malicious practices sagh.oss of data, Hacking, Manipuon of data,cloning of useful
information, Man InThe Middle (MITM) problem and similar such problendss we make our system more secure
work on its privacy also at the same time. Highes security layers of the network channels morgaps will be
maintained. Security and Privacy go hand in handhay are directl proportional to the threefor the automated

environment.

Figure 5: Security is Mandatory for Exchange of Data
4. CONCLUSIONS

Extensive research and growth in the subject iddmmentation of the changing life for everyoneetiything
will be automated and on your fingertips. Inforratiextraction will become easy and knowledge wéligained through
variety of sources anmheans. Most of the tasks will be automated andasitisume less time. The paradigm of networl
will be integrated in our life through automatedres, smart transportation and quality health This cyber-complex
using sensors and authentication tologies making them more powerful and less expendiv this paper we ha
discussed a general overview of IcThere exista humber of definitions but there has beenworldwide accepted
definition. The help that Internet of Things hastdor enhanceent of various domains is showcased in a sec

Security and Privacy are the two major pillars ¢ostrengthened to build the 10T platfor

We are all awaiting the day when on returning harfter a tiring day awork; the sensor senses your fatigud
communicates it with the audio player. Respondimghis the audio player sorts from the various lgayeed in its
database and thus plays soft soothing music helgingto relax. The Air Conditioneautomatically ses its temperature
through commuication with the MET Department. This paradigm alswerlines main foundation of growing creati\

and simplicityof life for building up of 10T IoT is ready for us, are we ready for it.
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